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Data Processing Agreement 
for Arrow Cloud Backup for Microsoft 365 (ACB365)  
Provided by Anycloud A/S 
(version January 6, 2025) 
 
 
 
 
You agree that this Data Processing Agreement (“DPA”) sets forth the obligations with respect to the data processing 
activities performed with Anycloud’s offering of Arrow Cloud Backup for Microsoft 365 (”ACB365”). You agree that the 
DPA governs the processing and security of all personal data which is stored and processed through the ACB365 plat-
form.   
 
ACB365 is a generic product and all services offered is provided by Anycloud to all users of ACB365. Anycloud makes 
the commitments in this DPA to all customers with licenses to ACB365. These commitments are binding on Anycloud 
for Anycloud’s handling of customer data and provides instructions for Anycloud for processing of personal data.  
 
The DPA is an integrated part of the General Terms and conditions which must be concluded to access ACB365, and 
when accepting the General Terms and conditions, you have also accepted the DPA and its terms and conditions. In the 
event of any conflict or inconsistency between this DPA and any other terms in the Agreement, this DPA shall prevail. 
The provisions of this DPA supersede any conflicting provisions of Anycloud’s Privacy Statements. 
 
To access ACB365 portals, you must confirm when you check the box, that you have read and accepted this DPA with 
your purchase of a license to ACB365. 
 
You represent to us that you are lawfully able to enter into this DPA, and if you are entering into the DPA on behalf of a 
company or other legal entity, you represent that you have the authority to bind such entity to the DPA, and the terms 
“you” shall refer to such entity. If you do not have such authority, or if you do not agree with the terms and conditions 
of the DPA, you must not accept this DPA, and you therefor may not use ACB365. 
 
When you renew or purchase a new subscription for licenses to ACB365, the then current DPA will apply.  
 
If you, for purpose of the data processing activities in ACB365, require any further action to protect personal data, you 
must contact Anycloud to agree on additional actions. All such actions must be mutually agreed to in a written as sup-
plements to this DPA before Anycloud can submit and adhere to such actions. 
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Data Processing Terms 
 
 
 
Between  
 
Between you (the data controller), and 
 
and 
 
Anycloud A/S, a company duly organised and existing under the laws of Denmark with reg.no DK31161509, having its 
registered address at  
 
Anycloud A/S 
Hedegaardsvej 88 
DK-2300 Copenhagen S 
Denmark 
(the data processor) 
 
each a ‘party’; together ‘the parties’ 
 
HAVE AGREED on the following Contractual Clauses (the Clauses) in order to meet the requirements of applicable data 
protection law  and to ensure the protection of the rights of the data subject.  
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2. Preamble 
 

1. These Contractual Clauses (the Clauses) set out the rights and obligations of the data controller and the 
data processor, when processing personal data on behalf of the data controller. 

 
2. The Clauses have been designed to ensure the parties’ compliance all applicable data protection laws re-

garding the handling, processing, transfer, protection, or privacy of data. Data protection laws applicable to 
the Services may include, without limitation, the EU General Data Protection Regulation 2016/679 (GDPR) 
or the law of any such member country implementing the GDPR and the California Consumer Privacy Act 
(CCPA), as amended by the California Privacy Rights Act of 2020, Cal. Civ. Code §§ 1798.100 et seq. (CPRA) 
(collectively, “Data Protection Law”)..  

 
3. In the context of the provision of access to server management services offered by the data processor as 

ACB365 for backup storage, restoring, and other management activities of data from customers’ Microsoft 
365 environment, the data processor will process personal data on behalf of the data controller in accord-
ance with the Clauses. 

 
4. The Clauses shall take priority over any similar provisions contained in other agreements between the par-

ties. 
 

5. Four appendices are attached to the Clauses and form an integral part of the Clauses. 
 

6. Appendix A contains details about the processing of personal data, including the purpose and nature of the 
processing, type of personal data, categories of data subject and duration of the processing. 

 
7. Appendix B contains the data controller’s conditions for the data processor’s use of sub-processors and a 

list of sub-processors authorised by the data controller. 
 

8. Appendix C contains the data controller’s instructions with regards to the processing of personal data, the 
minimum security measures to be implemented by the data processor and how audits of the data processor 
and any sub-processors are to be performed. 

 
9. The Clauses along with appendices shall be retained in writing, including electronically, by both parties. 

 
10. The Clauses shall not exempt the data processor from obligations to which the data processor is subject 

pursuant to  Data Protection Law. 

3. The rights and obligations of the data controller 
 

1. The data controller is responsible for ensuring that the processing of personal data takes place in compli-
ance with the applicable Data Protection Law. 

 
2. The data controller has the right and obligation to make decisions about the purposes and means of the 

processing of personal data. 
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3. The data controller shall be responsible, among other, for ensuring that the processing of personal data, 

which the data processor is instructed to perform, has a legal basis.  

4. The data processor acts according to instructions 
 

1. The data processor shall process personal data only on documented instructions from the data controller, un-
less required to do so by law to which the processor is subject. Such instructions shall be specified in appendices 
A and C. Subsequent instructions can also be given by the data controller throughout the duration of the pro-
cessing of personal data, but such instructions shall always be documented and kept in writing, including elec-
tronically, in connection with the Clauses.  

 
2. The data processor shall immediately inform the data controller if instructions given by the data controller, in 

the opinion of the data processor, contravene Data Protection Law. 

5. Confidentiality 
 

1. The data processor shall only grant access to the personal data being processed on behalf of the data controller 
to persons under the data processor’s authority who have committed themselves to confidentiality or are under 
an appropriate statutory obligation of confidentiality and only on a need to know basis. The list of persons to 
whom access has been granted shall be kept under periodic review. On the basis of this review, such access to 
personal data can be withdrawn, if access is no longer necessary, and personal data shall consequently not be 
accessible anymore to those persons. 

 
2. The data processor shall at the request of the data controller demonstrate that the concerned persons under 

the data processor’s authority are subject to the abovementioned confidentiality. 

6. Security of processing  
 

1. Taking into account the state of the art, the costs of implementation and the nature, scope, context and pur-
poses of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural 
persons, the data controller and data processor shall implement appropriate technical and organisational 
measures to ensure a level of security appropriate to the risk. 

 
The data controller shall evaluate the risks to the rights and freedoms of natural persons inherent in the pro-
cessing and implement measures to mitigate those risks. Depending on their relevance, the measures may 
include the following: 
a. Pseudonymisation and encryption of personal data; 

 
b. the ability to ensure ongoing confidentiality, integrity, availability and resilience of processing systems 

and services; 
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c. the ability to restore the availability and access to personal data in a timely manner in the event of a 
physical or technical incident; 

 
d. a process for regularly testing, assessing and evaluating the effectiveness of technical and organisa-

tional measures for ensuring the security of the processing. 
 

2. According to Article 32 GDPR, the data processor shall also – independently from the data controller – evaluate 
the risks to the rights and freedoms of natural persons inherent in the processing and implement measures to 
mitigate those risks. To this effect, the data controller shall provide the data processor with all information 
necessary to identify and evaluate such risks. 

 
3. Furthermore, the data processor shall assist the data controller in ensuring compliance with the data control-

ler’s obligations pursuant to Data Protection Law by inter alia providing the data controller with information 
concerning the technical and organisational measures already implemented by the data processor along with 
all other information necessary for the data controller to comply with the data controller’s legal obligations. 

 
If subsequently – in the assessment of the data controller – mitigation of the identified risks requires further 
measures to be implemented by the data processor, than those already implemented by the data processor, 
the data controller shall specify these additional measures to be implemented in Appendix C. 

7. Use of sub-processors 
 

1. The data processor shall not engage another processor (sub-processor) for the fulfilment of the Clauses with-
out the prior written general authorisation of the data controller. 

 
2. The data processor has the data controller’s general authorisation for the engagement of sub-processors. The 

data processor shall inform in writing the data controller of any intended changes concerning the addition or 
replacement of sub-processors at least 30 days in advance, thereby giving the data controller the opportunity 
to object to such changes prior to the engagement of the concerned sub-processor(s). Longer time periods of 
prior notice for specific sub-processing services can be provided in Appendix B. The list of sub-processors al-
ready authorised by the data controller can be found in Appendix B. 

 
3. Where the data processor engages a sub-processor for carrying out specific processing activities on behalf of 

the data controller, the same data protection obligations as set out in the Clauses shall be imposed on that sub-
processor by way of a contract or other Data Protection Law, in particular providing sufficient guarantees to 
implement appropriate technical and organisational measures in such a manner that the processing will meet 
the requirements of the Clauses and Data Protection Law.  

 
The data processor shall therefore be responsible for requiring that the sub-processor at least complies with 
the obligations to which the data processor is subject pursuant to the Clauses and Data Protection Law. 

 
4. A copy of such a sub-processor agreement and subsequent amendments shall – at the data controller’s re-

quest – be submitted to the data controller, thereby giving the data controller the opportunity to ensure that 
the same data protection obligations as set out in the Clauses are imposed on the sub-processor. Clauses on 
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business related issues that do not affect the legal data protection content of the sub-processor agreement, 
shall not require submission to the data controller.   

 
5. The data processor shall agree to a third-party beneficiary clause with the sub-processor where – in the event 

of bankruptcy of the data processor – the data controller shall be a third-party beneficiary to the sub-processor 
agreement and shall have the right to enforce the agreement against the sub-processor engaged by the data 
processor, e.g. enabling the data controller to instruct the sub-processor to delete or return the personal data. 

 
6. If the sub-processor does not fulfil its data protection obligations, the data processor shall remain fully liable 

to the data controller as regards the fulfilment of the obligations of the sub-processor. This does not affect the 
rights of the data subjects under Data Protection Law– in particular those foreseen in Articles 79 and 82 GDPR 
– against the data controller and the data processor, including the sub-processor. 
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8. Assistance to the data controller 
 

1. Taking into account the nature of the processing, the data processor shall assist the data controller by ap-
propriate technical and organisational measures, insofar as this is possible, in the fulfilment of the data 
controller’s obligations to respond to requests for exercising the data subject’s rights. 
 
This entails that the data processor shall, insofar as this is possible and required by Data Protection Law, 
assist the data controller in the data controller’s compliance with: 
 

a. the right to be informed when collecting personal data from the data subject 
b. the right to be informed when personal data have not been obtained from the data subject 
c. the right of access by the data subject 
d. the right to rectification 
e. the right to erasure (‘the right to be forgotten’) 
f. the right to restriction of processing 
g. notification obligation regarding rectification or erasure of personal data or restriction of pro-

cessing 
h. the right to data portability 
i. the right to object  
j. the right not to be subject to a decision based solely on automated processing, including profiling 

 
2. In addition to the data processor’s obligation to assist the data controller,the data processor shall further-

more, taking into account the nature of the processing and the information available to the data processor, 
assist the data controller in ensuring compliance with: 
 

a. The data controller’s obligation to without undue delay and, where feasible, not later than 72 hours 
after having become aware of it, notify the personal data breach to the relevant regulatory author-
ities where required by Data Protection Law. 
 

b. the data controller’s obligation to without undue delay communicate the personal data breach to 
the data subject, where required by Data Protection Law 

 
 

 
3. The parties shall define in Appendix C the appropriate technical and organisational measures by which the data 

processor is required to assist the data controller as well as the scope and the extent of the assistance required.  

9. Notification of personal data breach 
 

1. In case of any personal data breach, the data processor shall, without undue delay after having become 
aware of it, notify the data controller of the personal data breach. 
 

2. The data processor’s notification to the data controller shall, if possible, take place within 72 hours after 
the data processor has become aware of the personal data breach. 
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3. , The data processor shall assist the data controller in notifying the personal data breach to the relevant 
regulatory authorities where required by Data Protection Law, meaning that the data processor is required 
to assist in obtaining the information listed below: 
 

a. The nature of the personal data including where possible, the categories and approximate number 
of data subjects concerned and the categories and approximate number of personal data records 
concerned;  
 

b. the likely consequences of the personal data breach; 
 

c. the measures taken or proposed to be taken by the controller to address the personal data breach, 
including, where appropriate, measures to mitigate its possible adverse effects.  

 
4. The parties shall define in Appendix C all the elements to be provided by the data processor when assisting 

the data controller in the notification of a personal data breach to the relevant regulatory authorities.  

10. Erasure of data 
 

1. On termination of the provision of personal data processing services, the data processor shall be under obliga-
tion to delete all personal data processed on behalf of the data controller, no later than 30 days after termina-
tion. 

11. Audit and inspection 
 

1. The data processor shall make available to the data controller all information necessary to demonstrate com-
pliance with the obligations laid down in the Clauses and allow for and contribute to audits, including inspec-
tions, conducted by the data controller or another auditor mandated by the data controller. 

 
2. Procedures applicable to the data controller’s audits, including inspections, of the data processor and sub-pro-

cessors are specified in Appendix C to this Data Processing Agreement.     

12. The parties’ agreement on other terms  
 

1. The parties may agree other clauses concerning the provision of the personal data processing service specifying 
e.g. liability, as long as they do not contradict directly or indirectly the Clauses or prejudice the fundamental 
rights or freedoms of the data subject and the protection afforded by Data Protection Law. 

13. Commencement and termination 
 

1. The Clauses shall become effective on the date of acceptance of this document in the web-portal. 
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2. Both parties shall be entitled to require the Clauses renegotiated if changes to the law or inexpediency of 
the Clauses should give rise to such renegotiation.  
 

3. The Clauses shall apply for the duration of the provision of personal data processing services. For the du-
ration of the provision of personal data processing services, the Clauses cannot be terminated unless other 
Clauses governing the provision of personal data processing services have been agreed between the par-
ties. 
 

4. If the provision of personal data processing services is terminated, and the personal data is deleted or re-
turned to the data controller pursuant to Clause 11.1. and Appendix C.4., the Clauses may be terminated by 
written notice by either party. 
 

5. Only If requested Anycloud will supply a signed copy of this agreement 
 

14. Data controller and data processor contacts/contact points 
 

1. The data controller may contact Anycloud in relation to this agreement using the following contact point: 
 
Name  Adrian Frimodt-Møller 
Telephone +45 70 20 40 67 
E-mail  gdpr@anycloud.dk 
 

2. The parties shall be under obligation continuously to inform each other of changes to contacts/contact 
points. 
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Appendix A Information about the processing  
 
A.1. The purpose of the data processor’s processing of personal data on behalf of the data controller is: 
 
The data controller and the data processor have entered into an Agreement pursuant to which the data controller is 
granted a license to access and use the ACB365 services for the duration of the subscription period. In providing the 
service, the data processor will engage, on behalf of the data controller, in the processing of personal data submitted 
and stored within the service by the data controller or persons authorised by the data controller. 
 
A.2. The data processor’s processing of personal data on behalf of the data controller shall mainly pertain to (the nature 
of the processing): 
 
The data processor will host and process personal data in the course of providing its management facilities and services 
offered with ACB365. 
 
A.3. The processing includes the following types of personal data about data subjects: 
 
The data processer will process personal data to mirror the data collected and stored in the data controller’s Microsoft 
365 Environment. 
 
The data will include general personal data which the data controller has stored in its Microsoft 365 Environment such 
as: 
 

• Names of persons 
• Job titles 
• Email addresses 
• Identification numbers 
• Competencies 
• Human Resource data on employees 

 
The data may include sensitive personal data which the data controller has stored in its  
Microsoft 365 environment including for purpose of human resource management such as: 
 

• Health data 
• ETC 

 
A.4. Processing includes the following categories of data subject: 
 
The data processor will offer server storage facilities to all personal data included in the data controller’s Microsoft 365 
Environment which may include personal data about the following categories of data subjects: 
 

• Employees 
• Consultants 
• Customer contacts 
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• Vendor contacts 
• Other data controller contacts 
• Other data subjects data recorded by the data controller  

 
 
A.5. The data processor’s processing of personal data on behalf of the data controller may be performed when the 
Clauses commence. Processing has the following duration: 
 
The processing activities continues for the duration of the subscription. When the subscription expires or is terminated, 
the data processor will process data only for purpose of concluding the services.  
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Appendix B Authorised sub-processors  
 
B.1. Approved sub-processors 
On commencement of the Clauses, the data controller authorises the engagement of the following sub-processors: 
 

NAME REG NO ADDRESS DESCRIPTION OF 
PROCESSING 

IBM DK65305216 Prøvensvej 1 
2605 Brøndby 
Denmark 

Data Storage 

any.cloud a/s DK31161509 Hedegaardsvej 88 
2300 Copenhagen S 
Denmark 

Service provider for 
Arrow ECS and Data 
storage 

    

    

 
The data controller shall on the commencement of the Clauses authorise the use of the abovementioned sub-proces-
sors for the processing described for that party. The data processor shall not be entitled – without the data controller’s 
explicit written authorisation – to engage a sub-processor for a ‘different’ processing than the one which has been 
agreed upon or have another sub-processor perform the described processing.  
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Appendix C Instruction pertaining to the use of personal data  
 

C.1. The subject of/instruction for the processing 
 
The data processor’s processing of personal data on behalf of the data controller shall be carried out by the data pro-
cessor performing the following activities: 
 
The data processor will make server facilities and web portals available for the data controller. The data controller elects 
the country to host the data among the options provided by the data processor. 
 
The data controller will manage its data using the webportal provided by the data processor. The data processor is 
instructed to access the data stored in the servers for the following purposes and processing activities: 
 

• Backup and restore of Microsoft 365 data 
• Support when requested by customer. 

 
C.2. Security of processing 
 
 
All datacentres are at least tier 3 classified and either SOC 2 or ISO27001 certified and follow all applicable requirements. 
 
Only authorised personnel have access to our systems. Each person accessing our systems is logged via access cards, 
iris scans or fingerprint scans. An agreement has been made between Datacentre owners and Anycloud, so only selected 
employees can apply for extraordinary access for new employees. 
 
Authorised members of staff have remote access to Anycloud systems. Access to Anycloud systems is only possible 
through either MAC address limited networks or through Anycloud SSL VPN 
 
Data traffic via public networks is always encrypted. The use of unauthorised and unsafe data media is not permitted 
for exchanging data or storing data containing confidential or sensitive information. 
 
Anycloud infrastructure team is responsible for backup and restore with a minimum retention of 1 day, in case a restore 
is required. In order to make sure that the restored data is working correctly, a restore procedure is performed at least 
quarterly. To keep backed up data from being accessed by unauthorised personnel, access controls are inserted, so only 
the infrastructure team has access.  
 
During backup and restore, a log is kept, documenting the backed up elements. The employee controlling the process is 
responsible for both documenting and filing the incident correctly in the Anycloud ticket system. 
 
All equipment is, as a minimum, in a cluster and is run, as a minimum in an active-passive setup. This helps ensure that 
the operation remains intact in case of service windows, breakdowns or other such incidents. 
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All passwords to internal systems are individual and personal and, where possible, there is always personal admin ac-
cess to systems. 
 
C.3. Storage period/erasure procedures  
 
Personal data is stored for 1, 3, 5, 10 or 25 years the customer selects in the portal after which the personal data is 
automatically erased by the data processor.  
 
Upon termination of the provision of personal data processing services, the data processor shall delete the personal 
data in accordance with Clause 11.1. 

 
C.4. Processing location 
 
Processing of the personal data under the Clauses cannot be performed at other locations than the following without 
the data controller’s prior written authorisation: 
 
Anycloud offers the following data locations which is selected by the Customer. 
Australia, Brazil, Canada, Denmark (by invitation only), France, Germany, India, Italy, Japan, Mexico, Netherlands, Singa-
pore, South Korea, United Kingdom and United States. 
 
All locations are hosted in IBM Cloud Datacentres with the exception of Denmark that is hosted by Anycloud.  
 
 


